AN12324

LPC55Sxx ¥ PUF # Hash Crypt A F AES %%

fRA& 0—20196 2 A

1 4R

ANALRNETNAERABRZAZTSHER. ERAREAFZ4., BEH
BEZHAMEZA (KEK) , MEFEMNAFZ. REARHAYETRTR
BEIhEE ( PUF ) SMRERK. PUF BEARSERIZZME—M 256 L KEK , X2
BENBRFEEY. RETLUEMBRNZ (RHARE ) EHE MCU R, AX
Bt T RARBEEESRPNWNEXSE (PFR) WNEHRLUREN ISP Al
IAP TS HRFRERPAWEE , ENETEEIE (blhost # elftosb ) »

2 Y EARAIREINEE ( PUF)

2.1 PUF IhgE

+ PUF IMEHER—1 256 U F4H. FHRE—MRFEL , cRIEEHE—
B, FAREN , HAESZHEMNERSA (KEK)

« PUF AT BAERR 64 f1Z 4096 1 %4A,

« PUF % 64 (. E 4096 {2 K 240 125 R 408 ( Key Code ) »

« PUF B ZARBBERER.

- AUBEEABEG S EARIABRHMESIZ (5 PRINCE ) .
+ CPU ATUER F788 M AHB B4&IREEA.

« PUF £ T HPr L BENRAIHEE , HII0FHIETHEE (M. KB#A
., ZE8) RILBONEERDT (B (keymask ) ) o

2.2 PUF BHNKE—£FRE

PUF £ KEK I — M ETHES T ( KE, TE, EE ) RAEEA
RENTL, X SRAM sk Fept | BT R 150, BEHENE—IHE
METESENER , INTFENSHHBEE—N. BN SRAM BoHiE
(SD)o

B3

1

2

2.1
22
23
24
25
2.6
2.7

3.4

3.5

4.1
4.2
43
4.4

4.5
4.6
4.7
4.8

NA%id
] - O 1
YE EFRAIRENEE (PUF) .......... 1
PUF ZHEE. ..o 1
PUF Z4ARME — MR ... 1
PUF B3 e, 2
PUF SEM ( Enroll ) .cvvvveeene. 2
PUF B35 (Start ) .cccoeevevenn. 3
PUF i B#4 ( Setkey ) ............ 4
PUF £ %4 ( GenerateKey )
..................................................... 5
PUF 3RBZ4 ( GetKey ) ........... 6
PUF 32 ( Zeroize ) ...cccoveeeen. 7
PUF DisableEnroll........................ 7
PUF DisableSetKey..................... 7
BHAEE ... 7
ZRPWNEXSE (PFR) R
BBTEME o 7
ISP KeyProvision @84 ................. 9
& blhost PC NAREFEEZHRE
FEDK e 9
&3 blhost-elftosb-gui T &i# {T%
FABLE.....oooe e 10
BHEEIAP BT ..o 12
PUF MR BEBEA..... e 13
RE PUF RBIRE...ccoe, 13
BIR oo, 14
FEM PUF ..o 15
Bz 3% AC NEE PUF @<
................................................... 16
ERBHRBBEL .o 17
Getkey T v 19
ERBAMBHRER. ... 21
FETURE o, 23

SRAM SD S5#UE#W (AC ) —BWHRBRNBFER , ATHRZLTRASEMNER. BFEELRERESR (FKEK) .

h
P
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| Y38 L R A RIEThRE ( PUF ) |

SRAM Cell: SRAM Fingerprint

o]

@ 0O

0.0 00
DDOG@BDG

o
0@@00
o 0

o0 @0
OO0 e e
00 00

o]

1. &£F SRAM £ TSI PUF [RE

PUF 58N T U TEE , Rt ZEAERRMB AR NT 10° ( ERFNERT ) o

2.3 PUF B

FEARSEHNZEMBIRRTEANFRH RN, NREBARELEHANNET , BETESESHAEHERRE. RE
% (Fuse ) iRtk , FF &GN ATRE,

mEZAR , XARBAFEERL. MRBFRE TENIE , WEMTURERENRE , BAF#NBRAERMEFEEF
HRERN, MRBERDBEME TENER , WZBANAARZYER. MEA PUF AURXLRE, 84 MCUBEEHD
MEBNRFER , ZRFEOXEFRECH £, FAERZBREEMNBIERN. U TETHANMAMER PUF £/, F6#EM%
EEH,

PUF 24|88 shee B LTS : IAZ ( Zeroize ) , 5EM (Enroll ) , B3 ( Start) , IRBZ4A ( Setkey ) , £
( GenerateKey ) #MIRBH4A ( GetKey ) » XGRS A TS PUF RS,

2.4 PUF At ( Enroll )

FFREERA PUF Bl , BF E#TEM. EEMBE |, B SRAM B BES B A BRFEL , FERMENHER ( Activation
Code ) » BUEWBIENT CODEOUTPUT FiFasitd,

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| B LT RETNEE (PUF) |

ACTIVATION
CODE
(AC)

PUF EMROLL

SRAM
Startup Data
(sD)

Input { Output
Data
PUF periphery

2. PUF ffde

/AT PUF SEMEY , BEER - MINTRIHED (NAFEY ) . ZRBITURNBZANERANRFEUREDEN,
RN AMTIFE AC LEUEREBEZHANRE, ACR— 1192 FHHHER , XMEEFHEEZ REFHEEP,

AT PUF @< /E , SetKey n B ERN A, BHX PUF B T B EBUEREES (GetKey ) . BHMBERDB
WA AFEA ISP 5S4 ( EfIEA ROM REBERIIEMA PUF RE ) F EEEINFF,

2.5 PUF /g3 ( Start)

1T PUF i< H 1265 AC /g , BENA{ERA PUF, &4 PUF EFrEBEHEN PUF BaimS8EBs, HEBEY CODEINPUT
FE8EMEE PUF & |, PUF 3|2 HS SRAM B BIEE A E—RBERKFEL.

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| Y38 L FAIREThEE ( PUF ) |

ACTIVATION
CODE
(AC)

PUF START

SRAM
Startup Data
(SD)

Input / Output
Data

O
o O

0O 0 00O
© .0 [ |
o »

o
@
(=]

0.00.
O 0 0 O
o o

o o
o_0
o O

&}
o O
o]

PUF periphery

3. PUF B3

BFEYR— 256 U B4R , RERBAIA T /M E M- BHH KEK. RIIT Start < /5 , Setkey M GetKey <
TRATA. BFENE PUF ARERN , BB T -1 8EREH,

2.6 PUF &R #4A ( SetKey )
REBZ (SetKey ) S ATHEZAFPZANMENNZARE, AFPZANKREESBAAUERRANRB, BASHEAF
Z4A., BHK/DMBEAESI(index)o
- APZ4AEST KEYIN F178 K23 PUF , HEXREFERNKE , BEABURTZHH KD,
« B X/PNEN KEYSIZE FFESAIEE PUF, BXAFEENT 063 ZHENHF. ©IER PUF IMEERN T 64 #4096
NZEX RIZARD (0 £ 4096 NZ4 ; BSRAFRFEMR)
o BAAESIRM 0B 15 BE , BHORMEBIE RN R4 RBAIRL (Headen ., TET KEYIDX FESS AR PUF, %4
RS EREZBH (Getkey ) S HIBMME , HATLATE KEYOUTIDX FFE+ A A,
— ISR IER R EA TP RS 0 RIETKEBH (Getkey ) HEBEINBR L EL T AHB BB EZNRA X AR IIERE 2 —
( AES 5 PRINCEx ) » Z4ARBEMNZERAN R SR , 45083 CODEOUTPUT SERBHIZHH R EHBINEF.
EE—MHLE T AR I B EA ERSINZAHIE APB 52888 0 AR # CPU #£EL, %i&E8& i IDXBLK Hl IDXBLK_DP %F
EFEE T

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| B EF A RETNEE (PUF) |

: KEY CODE
( Key Size ( ( Key Index ( ( KQ) (
User Key (

T

Input [ Cutput
Data

PUF periphery

4. PUF g B#F4A ( SetKey ) ®S—4ERAFBARDB

ERNEARBR—NBER , FFLR 32 4EHAX,
32 U Bk BB AT EE ¢
o KR
— 0: ERNEH.
—1: APZEH.
« &5l : N0 B 15, 0 R—H#EHER , ATENHHEEH KX AES 5 PRINCE 3|2, A UAERFKRE,
o RN MOEI63, SEEM 64 1F 4096 £ ( 0 TR 4096 1L ) o

2.7 PUF £ #4A ( GenerateKey )

bit 31 29 24 23 12 11 8 7 2 10
weader| [ | osee | [ [ LD [T LT mee [ [ [ ][] [mee]

£ MEH ( GenerateKey ) MIREH4 ( Setkey ) BTHEIET , SAPEXMRHANZAMAR , ERNEHRR PUF IMRE
RABENE,. DSAEE—FENSH (BHKRD ) BN KEYSIZE 78 , A REARSIMA KEYIDX FFsR. BHARBM
CODEOUTPUT Ffasf MMt , F XM EF#UAR T UENRHAER.

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| B EF AR ETNEE (PUF) |

( Key Size ( ( Key Index ( ( KE\EK((::())DE (

PUF GENERATE
KEY

Input / Output
Data

PUF periphery

5. PUF 4 #4A ( GenerateKey ) & —4ERBHERB

2.8 PUF 3R18%4A ( GetKey )

RGEH (Getkey ) B TATMNERNBFIRNER, EEAMNNBERBES PUF 25 , BEHARBHAE CODEINPUT
FEsP (EEMDLTZ/E , Getkey HESFAM ) o

BBARBERFEALEESE , DURERH, REZARBLTFEARIINEG , BARKAINBRBES4ESL ( BHARS=
0) = CODEOUTPUT &8s ( Z4%51>0) . AFKBAXANZTFRPREES , URM KEYIDX FEEPREHFHES,

REBREHE B4 T LUS 4R IR IR TR INZR 2 T AES , PRINCE1 , PRINCE2 & PRINCE3 ( BURT KEYENABLE 1788188 ) .

KEYMASK [0. 3| P s 4R A — NN , ATREFHREZARBSERTNERAE. L8 - EIENREZTFR
o XAFTTLUB RN EED .

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A

ISTZESE 6/24



NXP Semiconductors

| BEAEE |

User KEY
(KEY)

Key Index

PUF GET KEY

Key Slat

Key Index = 0

KEY SLOT =
[} 1 2 3

|

Input | Output
Data

PUF Periphery

6. PUF 3RG&E4A ( GetKey ) BTN BHARBHRIEHR

Internall Internall Internall Intermnall
bus to bus to bus to bus to
AES PRINCE1 PRINCE2 PRINCE3

2.9 PUF 3% ( Zeroize )
HWHIBS ( Zeroize ) ¥ H , FIBENHSH, XRBESENRLMSHBMEWRR , PUF ZHITIBHENE RS, TREEHHE
B2 BT AR AT AR,

2.10 PUF DisableEnroll
AN GS 2SS B PUF JMEME I SEAHEE,

2.11 PUF DisableSetKey

LI HBRARBEE, IRZAREN 1, WHRAKRBRSIET 158, PUF IMRSBEERARSH Y ( BAKRDBH
HEHE=0) o WREMREN O, WA2FHERARBEL (EBABMERSI=15)

3 BAERE

3.1 ZRFPWNERXE (PFR) FNRPEFRE

Y ERA R EINEE ( PUF ) BEATT LR ZBARB R F#E MCU N7 ( RAEMEMIMNRIFMER ) & , BN MCU EYE L
TEBEEER, FRBANNLERE MCUNZRFPREXE (PFR) #.

PFR X2 2Ry, SEE=/X1 :

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| BEAEE |

« CFPA ( BFUlzHREXE ) AEEBEITHEE , ZHEE AN PRINCE IV 1B,
« CMPA ( BEFAFEEWHREXE ) RESIEE , R£FK , AP EXHRIEN PUF R4A1EMH,

Protected Flash Area

0x0009_DEOO
0x0009_DFFF

0x0009_ES5FF

0x000S_EBFF

0x0009_FFFF

CFPA Customer Field Programmable Area
CMPA Customer Manufacturing floor Programmable Area

7. PFR R #4H , PUF #S 3hiE I

EE
B FEETER ROM B RBEANEE,

Z2BHERALZLE3 KEK KB, PRINCE HWINENZE¥% PRINCE1 £ PRINCE3 ZARBRATESRIXE, KIFHHE
$ARBE , B2 ROM B3I BHMATF PRINCE, ROM BN BERERANRBEHEXEFIMNERBHER ML, WRAC
(B KC) Rk, N BzhEE 1L HKIZEE MCU B3,

BZXEHBZERT , UHRERARB K. MK ROM BER , IEXKEASIZHREREADTHRE . FMXHEHE -1 SHA256
BEREFR , ZFREFRBLEGABRSTFAT IR EXHN TEM,

78R7 PFRF#EBFRARBINE, BEBNENRARERNEEBNNE—Z2 B ZHANRE , AFZHARE (TH
F AES ) 1=/ PRINCE 418, #EE—FH (UDS ) E—I1ZLHNE., BIMNFHABNEBNRAKIDRFIN 52 MNF
T, XESRABHAKNDR 256 i, XELURE , EEABMBSIZESWRARHAKNNA 256 {1, AES AFHERAFHAKRND
7 128/196/256 {1, PRINCE AR AZHHAKNDR 128 i,

MPUF IMEERNAERE , EEMH BT CMPA REF, B2A PUF EMA“EH PUF ZR4ARBAERET, XLERTIE
SIS RBPHEEHT PUF SME, FidE  RELEEF B BREAEEROXLIRE, MEESISIBHME TIET , N AEEKT
T&EM PUF , REEAFPREBHRTERKET2ERFTNRANRE, B2 , BTN PFR FiEBIENEEBNRARBHE
Aell.

L@ ROM API ( ISP # IAP ) E5f CFPA X13i, ISP THEEXHFHARMGS , WERBHARBHEGHEEFE#EE PFRG, 5—
NERZ A flash IAP S MWAF KRB EE PFR AR F# X,

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| BEAEE |

ATFENNALTATEHAFEXH AP M ISP B,

3.2 ISP KeyProvision i<

“REMNGRWE (ISP ) "R—FFIThEE , XIF@EIHE1TEND (UART, 12C, SPI, USB HID ) #1T image 55, B— 15X 2K
K@< ( KeyProvision ) A ZREMAZH , ERBENFHEH B EFZHNAB(Key Code)RFEAZRIPMWAFEXE (PFR) Z47F
EXEP,

KeyProvision S8 ¢ B =M AIREMSH « BHRAE , BHXBENBEAKD,

o Z4ABRME - EEIE KeyProvision S H1TH , WTEERLLTE : Enroll , SetUserKey , SetlintrinsicKey ,
WriteNonVolatile , ReadNonVolatile , WriteKeyStore , ReadKeyStore,

« BARE  WEBENERNWERARBERTHAEN,

® 1. BARD

e e

UserKEK 11

SBKEK 3

PRINCEO 7

PRINCET1 8

PRINCEZ 9

ubs 12

« BAXND  BRARDSBRUFT N EAE L

3.3 &id blhost PC M AIEFE EZHFMEX

blhost < TR 7= SDK BB — &2 . blhost MARFEENITEHN LEA , KEE{T MCU 5| S MEEFH MCU &
H&5<o blhost MARFS MCU SISMBRFEEER  TREEIANTREFMARFHEE MCU ®E £, blhost A
BFEXFUTROPHERN LN SBAEEEINGS

- JEA PUF
Z®<EA ROM KB , ATEE. B3 AUEM PUF SN

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning enroll

- £ UDS

ZeSHEAMEA PUF AR 32 ZH R RERARTDHN ROM RE |, HEHEFMHE CMPA R4ARBEMH[UDS BANRD]
I8 ( RAM RRA ) :

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning set key 12 32

s ERAFZ£s|SMEEFRE SBKEK

Zm< 1A ROM K1 , iZ ROM K1BR1E tempSbkek.bin XH PN ZAERBHENRB , HEEEHEE CMPA ZHARB
FH[Z2B3 KEKILE ( RAM IRA ) |, thAbEY tempSbkek.bin A SB KEK B9 4 ST A4 :

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning set user key 3 ".\temp\tempSbkek.bin"

o AP Z4E MR8 User KEK

LPC55Sxx % PUF Hl Hash Crypt Fi T AES 4&#8, Ik 40, 2019 £ 2 A
ISIZERR 9/24
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| BEAEE |

ZamSitBERAPZANRBHEEEHEE CMPA Z4ARBFEM A F 24K User KEKILE ( RAM hRAS ) , Ee tempSbkek.bin
28 User KEK B9 4 ST A 324 -

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning set user key 11 ".\temp\UserKek.bin"

+ 4 PRINCEO-HY A & 4A R 53
Z@S R PRINCEO £/ 128 NS Z4AREE |, HIEHEMH B CMPA RANRBEFM[PRINCEC Z4AK5B] (RAM A ) :

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning set key 7 16

+ 4% PRINCE1 B A 2B ZR4A K55
Z#< R PRINCE1 £/ 128 YN Z4ANRE |, HEHEME D CMPA BRARBFMH[PRINCE1 Z4ARMBE] (RAM IR ) -

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning set key 8 16

+ 7 PRINCE2 £/ 16 ZTH AT HHANRI
Z@S R PRINCE2 £ 5§ 128 (U NEZ4EANREE , HEHEHEEE CMPA ZHANRBEFM[PRINCE2 Z4K5B] (RAM [ )

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning set key 9 16

s ZSATERALNBREPCIZNBHANREHN RAM RAK ( BIETEEMHREDRRCZRNBERTE ) EFHE PFR PR ZHAEM
X1 :

.\blhost\win\blhost.exe -V -p COM32,57600 -- key-provisioning write key nonvolatile 0

3.4 &X blhost-elftosb-gui T B3 {TR4AE R

elftosb-gui REFTEAKW PC THR , ZTAET&H<1T blhost NARFHE , AIMBERKFEH FNFAENAAERENMNEER,
ZTATRATERF PUF EMHFHEED  £RER  AEKEFRE PFR, BHl , Z2TAFRXFAS KEK RBAYERK,

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
NAZIE 10/24
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Connection

® UART O USB

*Baud rats
BusPal
[ BusPal

Key Store Security
Key Store
SRAM PUF Enrell

Enroll
Keys
SBKEK

O key
[J PRINCE region 1 key
[ PRINCE region 2 key
O ups

Export

Te nonvelatile device memory

*Memory 1D:

*SBKEK file: | |...T ace/keys/sbkek.bd
LI C
] PRINCE region ;

[ Te host com puter for later use:

| ZEAEE |
f elftosb-gui — o >
File About
Select target device:
LPC550c ~
Image Device Process output
Device configuration Verbose Export Clear

Ping responded in 1 a I R%:7]

Framing protocol wersion = 0x50010300,

Inject command "key-provisioning'

Successful generic response to command
- took 0.00S8 seconds

Response status = 0 (0x0) Success.

options = 0Ox0

'key-provisioning'

(2018-11-16 13:55:23) >> !blhust\win\blhnst.exe V-p COMSZ,ET-BDD - key-provisiening enrol-l

(2018-11-16 13:55:23) >> |\blhnst\win\blhnst.exe V-p COM32,57-BDD - key-provi

oning set_user_key 3 ".\temp\tempsl

bkek.bin"

Ping responded in 1 attempt (s)

Frarg = = = 0x50010300, options = 0Ox0
Inje¢ sioning’

)} bytes to the target.
mmand 'get-property (max-packet-size)!
mmand 'key-provisioning'

Ect

3¢ to command 'key-provisioning'

Success.

*t\win\blhust.exe -V-p COMSZ,ET-BDD - key-provi

oning write_key_nonvolatile 0 |

ot (8)
= 0x50010300,
sioning"

_}E vo command tkey-provisioning!

nternal/QSPI fl3
options = 0Ox0

g;_
?9@:

Response status = 0 (0x0) Success.

Process

Create script

8. i elftosb-gui TEMHITRATLR

elftosb TEZXALIHZE PUF WM |, EREMGS

“ SetKey’ @<

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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Py
| ZEAEE |

i elftosb-gui [m] X
File About
Select target device:
LPC55a¢ ~]
Image Device Process output

Device configuration Verbose Export Clear

Connection

® UART O USB '(2013;11-15'15:51:4'2] >>|.\blhust‘\win‘|blhust.exe -V -p COM32,57600 -- read-memory 0x3E400 512 ".\temp\secCunfOrig.I
bin"

*Port:
Port:| COM32 it Ping responded in 1 attempt (s)
*Baud rate: Framing protocol wversion = 0x50010300, options = 0x0

BusPal Inject command 'read-memory'
Successful response to command 'read-memory'
[ [ (1/1)100% Completed!
KeyStora Successful generic response to command 'read-memory'
Security - took 0.130 seconds

3 Response status = 0 (0x0) Success.
SECUreBOOt-lBUutp|EIH\magES M Response word 1 = 512 (0x200)

Watch Dog: | Disabled ~ Read 512 of 512 bytes.

[ Lock device on boet fail - - =
(2018-11-19 16:51:42) :>|.\b|host\mn\blhost.exe -V -p COM32,57600 -- write-memory 0x9E400 ".\temp\secConfMod.bin" |

[ Disable sensitive ISP commands Ping responded in 1 attempt (8)

Dlsab\e PUF enroliment Framing protocol version = 0x50010300, options = 0x0
Dlsab\ePUFkEy:Ddegeneratlon Inject command 'write-memory'
TZ-M mude: Preparing to send 512 (0x200) bytes to the target.

Successful response to command 'get-property(max-packet-size)'
[ Disable DICE calculation Successful generic response to command 'write-memory'
[ Customer factory area {with keys) in DICE calcuation (1/1)100% Completed!
DNXP e DICE calcnbion Successful generic response to command 'write-memory'

— took 0.352 seconds

[ Accept RSA4096 keys anly Response status = 0 (0x0) Success.

RKTH: Wrote 512 of 512 bytes.

[ Seal security configuration!!

Process ;| Create script

9. elftosbh TAXENEHZ2ER

B PC B ARRRF ( elftosb-gui F blhost ) 7 L FEER A MCU SDK & : <SDK_ver\middleware\mcu-boot\bin\Tools>,

3.5 BAEE IAPTS

ZALUBE AP NARFREARBREES MCU  PFR B FEXEF . AJL1 FFRIAP ROM 5<% A TiREUEHARB A
BUBERD , AR BERFHEBAFEXET,

EFAEME PFRBAFHEI PN BARE , BEEAATURRARBNBIERBXE PUF,
- ffr_keystore_get_ac MZ 477 XIRE AC :

status_t ffr keystore get ac (flash config t *config, uint8 t* pActivationCode)

pActivationCode %;E’ﬁ‘g;q: EE@;E’%"’ , 1?(%7‘?’ XHEERZUEH 1192 ?—jﬁﬁ'});gﬁﬁfgo
MIER PUF Bahan <% AC &2 E| PUF,
+ ffr keystore get kc FATFM PFR MEZLARE

status_t ffr keystore get kc (flash config t *config, uint8 t* pKeyCode, ffr key type t keyIndex);

pKeyCode = A ?E%ﬂ%%ﬂ'f’%ﬁgﬁg%)* X
R2HIEETHHARE .

LPC55Sxx % PUF Hl Hash Crypt Fi T AES 4&#8, Ik 40, 2019 £ 2 A
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| PUF U ERAFEY R |

%2 WEA%RM

BPARE e

SB KEK 0

User KEK 1
ubDS 2

PRINCEO 3

PRINCE1 4

PRINCE2 5

Eﬁ—‘%ﬁ’%ﬁﬁilg PFR 3E5 k70588 s 570 ffr keystore write, ffr infield page write V1]

ffr get customer infield datae

BXESZHMARER  BESLRAFFMH.

4 PUF A EHER

sw_an12324.zip A BEREM TARAEIE. ZRETURITERN PUF &% (JEM , ¥k , B3h, 1L, Setkey , GetKey )
ML LM WS ( DisableEnroll , DisableSetKey ) » ZHHEEEBIREVZLANRES , HELSIERNFERLS PUF SBH NS

SIEZRMNMERBEKEHEMS AES iR, BAUERRENZEHAX 16 FTHHBIERETME/ME,

HEA SDK BEiR o

ZRBIRBET SDK,

ZREES BITRERAREHTES , HEARZABELEIT COM iiO ( LPC-Linkll UCom w0 ) ., EAEMET ASCIIHE

17 COM O LM AR , Fli0 Teraterm T Putty, KA FEAAEE,

4.1 ®E PUF RAIR

THNMAHEBRGE , WEHITHRIE , RETE LPCXpresso5500 R LE1TE. B EREES P9 ¥ LPCXpresso5500 MRiEZ 21T &

#lo LPCLinkll CMSIS DAP FE#L8:4T COM im0 LPC-Link UCOM 37 Windows OS IR ZEEREH,

ERALIWITIT EHH COM A , FHSHIREN 115200 bps f , THB/RK , TWMA4ES, EfF , BHEFSHIA -1

BRE,

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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| PUF MUt B O |

% Device Manager — O
File Action View Help

& @ E BHR B EXE

» B? Other devices
> B Portable Devices
v @ Ports (COM &.LPT)
@ LPC-Linkll UCom Port (COM32)
» [l Print queues

> I Processors
[ Y = = 0

10. EE#AER{T COM ¥k O R BB

42 NA

HNARFZETN  ERREORKTHNE - RE, ERFL , A ER PUF REH PUF R FRVIRME,

EHERERHDBRREKREE , Bt PUF MRRBIHEF AT G S, BR
CMPA #4176 X LA S A PUF JEMY M A PUF ZARBERZ 3L,

PUF IMEMTRTEZITZRIFNIR . B LHIE , SRAM 7% 28 B BT 88 7 7T LA R

PUF RAERTRUTEN :
« ft (busy) : BREEEFHITH,
« BRI (success ) : E—RIBERIM,

o &8 (error) : PUF & FHIRIRDS |, TERITEMIRE,

EAY PUF BENFHR  BMRSURRIATENL
o SEM . AVPEMERAE.
- B ArERE,
- SetKey : TR Setkey &1,
+ GetKey : 1 GetKey B 1E,

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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EaXaEalaladedaEadaaTataodatotatatatatotatstatatatoiaodatatataotatotatakatotoatstatatstoatatatoakatad
The PUF and AES application note example code wi.1l
Use this example to Enroll and =tart PUF and then
generate KEYs and their KEi'Start Then recover KEY

and display them or sent to AES engine. Follow menu
J0E~aE—3ef-J0f - JuE—aE-JoE -0 ~3aE 3o -Jof - Juf—aE-JoE - JuE—ef e -Jof ~Jef—JoE-JoE - Juf—3eE-Jof-Jof ~3nE—JeE-JaC-Juf—3eE-Jef-Jof —eE—eE-Jaf - Juf—eE-Jof-Jef—eE—ef-Jaf-Juf-JeE-JoE-Jef-Eef-Jef-E-E-

e PP RPN PUF oAt p e ek e 30 e ek et o0 eE e N

Allowed operations:| Enroll Start SetKey GetHey
no no no no

PUF Status: Busy Success Error

no no no
ARl alat el aladadadadadadadaladodeladaded s e o oy o

Enroll PUF

Start and load AC to PUF
Misc. PUF commands

Generate Key Code

Get HKey from Key Code
Encrypt ~ Decrypt AES block
Back

1. NAEFIRE

4.3 XA PUF

FER PUF ME—S REM. EEMIBTECIR—NEEB, EMRIET LS PUF IMRINE | WHEBTNHRE (B3 )
RERREMGRS, EUERESP , BUEM ( Activation Code ) #IZ , AT LUE Ef74 B RAM SHINFH AZHREA.

EE

FZHAT Enroll 68 < f5 |, (XA VFEER SetKey <.

BRINAAT Enroll <5 , &0 PUF IMEEFTEBRHAEFHDEL , F8EBE XA Enroll 5% . EF M GetKey Ihag , 4% PUF

SMRET B HEF B3, ALK AC M E RAM SRIATE A Bt — SR,

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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EaEaTaXalatataatatatatatatoatatalsiatatatatatataBetstatatatatatostatatatstalotststataokatatatstatad
The PUF and AES application note example code vwi.l
Use this example to Enroll and start PUF and then
generate KEYs and their KEY Code. Then recover KEY

and display them or sent to AES engine. Follow menu
CaEataZatatakaakstaaatataalatsatatoaatataalalstadatatotatakaotsatatatstatotatatokotstototatatol

B | S R

Allowed operationz: Enroll Start SetKey GetKey
no no no no

PUF Status: Busy Success Error
no no no

Enroll PUF

Start and load AC to PUF
Mizc. PUF commands

Generate Key Code

Get Key from Key Code
Encrypt ~ Decrypt AES block
Back

I A b=

Activation Code <AC} was created!?

Activation Code:
c2 a2 2e
35 el
4c Be
i

ee
d2 6c
ch 48
ChL

o

£l ed
b? 44 27 eB 2f ba
84 9h A4d 49 81 hf
AC to

1. RAM activationCode

E. FLASH activationkeycode

B | S R s
Allowed operationz: Enroll Start SetKey GetKey
no no ves no

PUF Status: Busy Success Error
no yes no

Enroll PUF

Start and load AC to PUF
Mizc. PUF commands

Generate Key Code

Get Key from Key Code
Encrypt ~ Decrypt AES block
Back

12. FAHRME

4.4 BEIHE AC B PUF &

“BENFHE AC IR PUF&< B3 PUF XN — N EFHBIER. BUER4MSRE— AC £ ZHANRBEE, TN GetKey
WEEAM, TEM RAM BiR7F (ELXNWSRIERM ) 3 CMPA LB ( B blhost BIEFF6# ) S MMEBEERES ( Activation
Code, AC) »

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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File Edit Setup Control Window

) PUF state
Allowed operations: Enroll
no

PUF Status: Busy

Fnunll PIE

- Start and load AC to PUF
- fAisc. FUY¥ commands

- Generate Key Code

. Get Key from Hey Code

- CHPRA key store

Activation Code:
: aa dil 55 ab

96:

16: 53
32: a3l
48: 1f
64: 11
g28: 76

87
2
hi

2
63
24
57
4a
be
f4
he

bo

el
as
4a
ce
7h
c2
83
f1
58

8f
df
fa
6bh
57
cB
el
74

L
59
F3
be

38
el
68
79
13
43

d@ :

a2

1c
d3
97
ha
Je
74
5¢
45

d
Fa

s PUF

is started

state

Allowed operations: Enroll
no

PUF Status: i TEAT
no

Help

Start
no

Start
yes

. Enciypt # Decrypt AES hlock

Start
no

Start
yes

SetHey
yes

Error
no

GetKey
no

SetHey GetKeuy

yes

Error
no

yes

- Enroll PUF
2. Start and load AC to PUF
. Mizc. PUF commands
4. Generate Key Code
. Get Key from Hey Code
b. Encrypt » Decrypt AES block
- Back

13. BE3#% AC &3 PUF

45 H£RBZHANRLH
BRI S S BRE LA A P B4R S A B4R,
- AP®5A  BRBHAMNE PUF , HMiZZB4AP &R R4ANRE,

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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| PUF B AR R BEA |

- IR | BARME PUF NBHALERY  LREFSTARD. NRABRBORIN 0, VEAESERXEHE |
3 AT EBRRABIRE |, BN PUF KET LB HRRE AHB B4,

TR 05 15 WRATRESARS . THRZIN 0 24 Getkey M , BEARBFERENBARLDNBESFBL .
AR 1 (RER ) LHRELOTARRE AHB , CPU TLUREE,
BMABHRKRND. PUF X#FM 64 E 4096 LI ZEFA K/, B2 PRINCE 5|2 #F 128 {1 %4A , AES 5I1Z{XZHF 128/196/256
fra4.
ERAPTANRE—SRANAPEAXD. BTFALER , SRRXHE ASCH B, WAWSHELRE PUF SN , £
A BARE,
£ RNBARBTUEHEDA TANCESHE—LE , RAM S TUEHFNBHRE | WERTUERAASHRDS , T
ARSI,

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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[FEvETEFECEVEEVEVEVEE PECEVE RS TE VY P“F ntate o oo oo oo
Allowed operations: Enroll Start SetKey GetKey
nim no yes yes

Buswy Start Error
no ves no
B e e e e e e e e e e e e e e e

1. Generate user key code

2. Generate intrinsic key code
J. Back

il

Enter key index B..15
in oroer to sena kKey to AES or PRINCE use key index @
1

Enter key size 1..64 <b4..48%6>-bits
HEs allowed Key sizZze-: 1L8/17bALob—DAT
PRINCE allowed key size 128-hbit

2

Enter vour user password 16B long
chorter will be padded by SPRACES
longer cuted

mysecurepassword

Generating user Key Code (HC» with Index 1, and Key length 12B-bits

LEITH
B: bd 77 P73 65 63 7?5 P2 65 VB 61 73 73 77 of 72 b4

Key Code (KC) is generated succesfully

key type
key index
key size

B 2 3e 42 3d bf aB %e 1c h 8c 4b %c 96
7h e? e? bhS FA h8 38 £f 16 13 ea 15 84 5% 18 dd

91 3 37 c® be fe e8 48 34 58 5d b6 cf 1c cB a?
1f _hf o M

Store key code to
. RAH keycode@®
2. RAM keycodel
. FLASH keycodeB
4. FLASH keycodel

EaBafafaZomaz s r z oz z oz 3 2 z PI_I:F f‘tate -0 e oo oo oo e
Allowed operations: Enroll Start SetKey GetKey
no no yes yes

PUF Status: Buswy Success Error
no ves no

1. Generate user key code
2. Generate intrinsic key code
3. Back

14. SetKey i#4E

4.6 Getkey &
{7 Getkey S MBARBTNE/ ERETH., NRBHRBRIIAT 0, WSERHITDNEBHA.

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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MERFARBESIET 0, WERALXIRBAIMEMHEL, ZELEET AES # PRINCE 5|2, WARHAEE1, WER
$HEREE AES 512, M 23 4 NESBR4ALZEE PRINCET , PRINCE2 5 PRINCE3, MRS RINMIT , MZB4AE G124
£ AES 5|Zd | HA A TFIR/MEER 16 FTHEER,

File Edit Setup Control Window Help

iR P W RN NN PUF Sha e e et pe eI oo e e PP
Allowed operations: Enroll Start SetKey GetKey
no no yes ues

PUF Status: Busy Success Error
no yes no

Enroll FUF

Start and load AC to PUF
Misc. PUF commands

Generate Key Code

Get Key from Key Code
Encrypt ~ Decrypt AES block
Back

econstruct key from kevcode
RAM keycodeB

RAM kevycodel

FLASH keycodef

FLASH keycodel

CHMPA key store

MtAhwbET -

key index

d? 1b 61 e? 69 e2 ec fd Bb 3e Be 22
dd ?c fc 43 8 47 f2 d3 1a cb 8a dl ba
gg 66 36 11 1f 63 46 78 cc Vf 9c da bh?

Reconstruction of keycode:
cize 16 bytes. index B, type intrinsic

Key Code index = B. Key will sent to internal hw. bus
Input keyslot value <B..3>

Key will be send to

1: AES

2: Prince 1

3: Prince 2

;: Prince 3

Key was sent to HW bust

Allowed operations: Enroll Start SetHey GetHKey
no no yes yes

PUF Status: Busy Success Error
no yes no

1. Enroll PUF

2. Start and load AC to PUF
3. Misc. PUF commands

4. Generate Key Code

15. GetKey #{F — REBEH B

NFBARSIKT 0 WERRB , ZEABRITNIRH S,

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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File Edit Setup Control Window Help
PUF state

Allowed operations: Enroll Start SetKey GetKey
no no yes yes

PUF Status: Busy Success Errop
no vyes no
6B -6 W36 263 P2 B MR

. Enroll PUF

. Start and load AC to PUF

. Misc. PUF commands

- Generate Hey Code

. Get Key from Key Code

- Encrypt ~ Decrypt AEE block
. Back

econstruct key from kevcode
. RAM keycodeB

. RAM keycodel
3. FLASH keycodeB

. FLASH keycodel

. CHPA key store

key type
S — ﬂey index

——==———— key size
[]
[]

A 2 3e 42 3d bf a8 %e 1c b Bc 4bh 9c 96
16: 7b e? % b5 fO h8 36 Ff 16 13 ea 15 B8d 59 18 dd
32: 91 3 37 cB be fe 8 48 34 58 S5d bhe cf 1c c@ a?
48: 1f 6f cc 71

Reconstruction of keycode:
size 16 bytes, index 1, type user

Key Code index > B, Key will be printed
Hey:

B: 6d 72 73 65 63 ?5 V2 65 VA 61 VI 7?3 V? 6f 72 64

e e o | g T T T
Allowed operations: Enroll Start SetKey GetKe
no no yes yes

PUF Status: Busy Success Error
no yes no

. Enroll PUF
. Start and load AC to PUF
3. Misc. PUF commands
. Generate Hey Code
5. Get Hey from Key Code
. Encrypt ~ Decrypt AES hlock

16. GetKey @< —BHARITENHR

4.7 (ERZMAMNFRBER
BEkGS , B UER PUF EMH AR 16 ZHHEIERETINR/MEE,

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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BRI AR (A GetKey LB AR BABH BLKIELS AES WER ) RAFEH ( H PUF N FREH—IMNEBHKRBHE

) ZBE#TIER,

BN ASCI #BAMAXE , REEARENZANZBIERETNE/ME, AES £R ECBER.

L COMI2 - Ters Team VT
Fide [Edit Setup Conirol Window Help

o o e e e b w  JHII s B et T ) ]
llowed operations: Enroll Start SetMey Getlew
no no S yes

[IFUF Etatus: Buny Success Error
no (F1-E i)
L e L e L L P L s

Enrall PUF

Start and load AGC to PUF
Hizc. PUF commandsz

Generate Key Code

Gat Hew from Key Code
Encrypt # Decrypt AES hlock
Back

ytext

ecrat kewy
2. User hey

secret Hey. Will wuse Hey already sent to AES

IPlainm dataz

B: &6d 79 MBS '@ 28 28 I8 28 ZR 28
9d 14 92 4 45 34 b? 66

h 28 28 28 Ia A 24

PUF stata s s e e e - s
llowed operations: Enroll EStart Setley GetKey
no no ya s W

fuccezz Error
wes nis

Enroll PUF
Start and load AC to PUF
Misc. PUF :nﬂqnnd:

Q

Going back

17. MB/BBERE

Input plain text 168 long, shorter will be paddeod with spaces Bx<I@

LPC55Sxx #& PUF M Hash Crypt BT AES 43, [it40, 2019 F 2 A
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4.8 ZEIMHEE
UKL AU TR
« Mk PUF,
+ {21k PUF,
- IHE PUF,
- BREM PUF,
- BRTHER.
REEFH B3 MCU FaeER SR ZEM PUP IS ASAERRE.

T COM32 - Tera Term VT - O >
Eile Edit Setup Control Window Help

Allowed operations: Enroll Start SetKey GetHKey
no no yes yes

PUF Status: Buszy Success Error
no yes no

Init PUF

Stop PUF

Zeroize PUF

Diszable Enroll PUF
Disabhle Key Generation
Back

18. FIMKH

LPC55Sxx % PUF Hl Hash Crypt i T AES 4&#8, Ik 40, 2019 £ 2 A
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