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1 Introduction

The LPC845 is an Arm® Cortex"-MO0+ based, low-cost 32-bit MCU family
operating at CPU frequencies of up to 30 MHz. The LPC845 supports up to 64
KB of flash memory and 16 KB of SRAM.

The LPC845 supports Arm Serial Wire Debug (SWD) mode for Cortex-MO+
core. Device programming can be achieved through the SWD port. In addition,
the LPC845 contains an on-chip boot ROM that supports In-System
Programming (ISP) when the part resides in the end-user board and In-
Application Programming (IAP) as directed by the end-user application code.

A Secondary BootLoader (SBL) is a piece of code that allows a user application
code to be downloaded using alternative channels other than the standard
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UARTO used by the internal bootloader. The following steps describe how SBL boots a program to a flash location.

1. The primary bootloader is the firmware that resides in the microcontroller's boot ROM block and is executed on power-up

and resets.

2. After the boot ROM’s execution, the SBL is executed. It utilizes the boot ROM'’s IAP functionalities and allows
programming the LPC845 flash through I2C slave interface which can be used between the host processor and LPC845.

3. Then SBL executes the end-user application.

Figure 1. on page 1 shows an example of a system setup where the host processor can program the LPC845 via I2C interface

assisted by the SBL code.

Host Processor

LPC84x

|-

SBL

A
Y

IRQ

' nHostIRQ |

VIl ——

12C |

Figure 1. SBL for LPC845 application

2 SBL functionalities and boot process with SBL

2.1 Memory map with applications boot with SBL

The flash size of LPC845 is 64 KB, and is divided into 32 sectors. The corresponding address space is 0x0000 0000 - 0x0001
0000. Some IAP and ISP commands operate on sectors and specify sector numbers. In addition, a page erase command is
available. The size of a sector is 1 KB and the size of a page is 64 byte. One sector contains 16 pages.
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SBL functionalities and boot process with SBL

The LPC845 |2C SBL is downloaded to the first eight sectors in flash, so the user application starts from 0x0000 2000 in flash.
Therefore, applications that boot from the SBL must be initially set up with the vector table at the address of oxo0000 2000.

An application that boots from the SBL must meet the following requirements:
* Uses no flash memory in the region of 0x0000 0000 - 0x0000 1FFF.
* Requires an image header at the address of 0x0000 2100 in flash.

Figure 2. on page 2 shows the flash memory allocation of the SBL and the user application.

0x0008 0000

Application Code User
0x0000 2118 application
0x0000 2100

Interrupt Vector Table
0x0000 0000,

Figure 2. Flash memory map for application boot with SBL

2.2 Boot process with SBL

Figure 3. on page 3 shows the boot sequence that all LPC845 parts with an SBL flashed.
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Figure 3. Boot flow of LPC845 with SBL

* After the reset (power-on reset, watchdog reset, external reset, BOD reset, or software system reset), the Boot ROM wiill
run and pass the control to the SBL.

* To allow proper handshaking between the SBL and the application, an image header is required in the application image
at the offset of 0x100 (0x00002100 absolute flash address). Before booting the application, the SBL checks for the
presence of the image header.

« If the image header is absent, the SBL configures the I2C interface and then enters the state of waiting for the AP
command.

* |f the image header is present, the SBL checks the image type.

¢ Depending on the image type, the SBL either checks the image integrity and boots the image automatically or enters an
AP command processing loop (where the AP controls to boot the application).

2.3 SBL flash IAP programming support

FOr detailed command description, see LPC5410x 12C SPI Secondary Bootloader (AN11610). For detailed information about
IAP command and usage, refer to sections 5.6, 5.7, and 5,8 in LPC84x User manual (UM11029). When working with the SBL, it
is not necessary for the user to check the detailed implementation of these commands. However, you can review Chapter 5 in
LPC84x User manual (UM11029) for a background of the SBL implementation.
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2.4 Emulated host processor/slave processor communication

2.4.1 Hardware and software environment

The sample test application can be tested using Keil MDK IDE v.5.25 along with LPCXpresso 845 MAX board (#OM13097) and
LPCXpresso 54102 board (#OM13077) used as USB-to-12C tool. The 12c-util tool uses I12C protocol in OM13077 board to send
firmware updates to LPCXpresso 845 MAX board.

Figure 4. on page 4 to Figure 6. on page 4 show the hardware platform and the connection between LPCXpresso 845 MAX
board and LPCXpresso 54102 board.

Figure 4. LPCpresso 845 MAX board

- LPCXpresso54102 LPCXpresso845MAXBoard

13 9-5CK J1-PO. 10
J3_10-SDA J1-P0O.11
13 5-GND GND
13 7-INTR PO.14

Figure 6. Connection between LPCpresso 54102 board and LPCpresso 845 board
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2.4.2 Downloading SBL to LPC845

SBL can be downloaded to LPC845 through many ways depending on the situation. In production, the SBL can be pre-

programmed to the LPC845 via a debugger or UART ISP mode whichever is available. In prototyping, the part can most likely be

programmed after fitted on the board assume the SWD or ISP UART port is accessible.
There are two ways are recommended to users to download SBL to flash:

* Use LPCXresso845 onboard debugger.

* Use the Flash Magic tool.

Users can use the Flash Magic tool to download the SBL to flash by performing the steps as follows if they don’t have an onboard

debugger.

1. Put the LPC845 into ISP mode by pressing down the ISP button (SW1) and then toggle the Reset button (SW3) (Low to

High).
2. Choose the SBL hex file from the application note package and allow Flash Magic to successfully program the SBL.

3. After downloading the SBL hex file, press the Reset button on LPCXpresso845MAXBoard to boot ROM and SBL.

O Flash Magic - NON PRODUCTION USE ONLY i K
File ISP Options Tools Help

CHIQPSVR> R OB
Step 1 - Communications Step 2

Select.. | LPCB45M301JEDES Erase block 0 (0x000000-00003FF) A
Erase block 1 [0x000400-0<0007FF)

3 Erase block 2 000200-0x000BFF)
Erase block 3 (0=000C00-0:000FFF)
COM Port [ "l Erase block 4 [0x001000-0:0013FF)

Erase block 5 (0x001400-060017FF] ¥

W
[[]Erase all Flash+Code Rd Prot
Interface: | None (ISF) kil Erase blocks used by Firmware

Oscillator (MHz); 12.0

Baud Rate: | 19200

File:  C:\Users\nufd7720\D esktophsbl_dfu_lpc11uB0.hex Browse...

Maodified: Unknown more info

Verify after programming  [_| Patch | Settings... Start
[] Fill unused Flash

Gen block checksums

Execute

Activate Flash Bank

Figure 7. Download SBL to LPC845 with flash magic

2.4.3 System introduction

The windows PC application talks to the SBL through the USB to I12C/SPI Bridge (implemented with LPC43xx) via NXP’s
USBSeriallO library (for more information about LPCUSBSIO library, go to http://www.lpcware.com/search/gss/libusbsio).
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NOTE
The onboard debugger for the LPCXpresso54102 board is LPC4322, which has been downloaded with the CMSIS-
DAP firmware already. The CMSIS-DAP firmware allows debugging from any compatible toolchain, including IAR
EWARM, Keil MDK and NXP’s MCUXpresso IDE.

Figure 8. on page 6 shows the the high-level block diagram of the system.

” L ~. ~
' . . LY LY
i Application \ '
N : |
11 1 I
1 i 1
t i [12C bridge | [ SPI bridge | | !
| g e T e -
'y | | P 12C0(master) % *———>12Cx(master)
. HID_API ) : SPI1(master) < +—r——>SPI0(master)
T LPCUSBSIODLL) [~ IRQ r——+nHostIRQ
| G LPC4327 | | | LPCXpresso845MAXBoard
' ‘ Hid.dll : x
i On Windows /. LPCXpresso54102 board /' |
\_'~_ _Andriod emulator.exe ___-’ ,
o Emulated Application Processor _ __ _____. wt

Figure 8. Emulated host processor communication with LPCpresso845MAXBoard

As seen from Figure 8. on page 6, running the Emulated Host Processor (12c-util) from the PC allows the user to communicate
with the LPC43xx and they work together as the host processor.

After successfully downloading the SBL by following instructions in Downloading SBL to LPC845 on page 5 and pressing the
RESET button, you can open the Command prompt as administrator to run the 12c-util.exe to get the options to communicate
with the LPC845 via I2C or SPI. In this example, the I12C interface is chosen to communicate with LPC845.

3 Contents of package

Figure 9. on page 6 shows the extracted contents of the package.

+ 5P| » Final package v |8 Search Fin.. 0
Mame Date modified Type

keil_project File folder

Sample binaries File folder

tool File folder

Figure 9. Package contents

A brief description for each of the folders is as follows.
* tool — This folder contains the 12c-util.exe and 1pc845_secimgcr.exe.
— I2c-util.exe — This tool is used to interface with the SBL through 12C.
— 1pcs45_secimger.exe — This tool is used to generate and insert a valid CRC.
¢ Sample binaries — This folder contains sample binary files that can be generated with the image creator tool.

— 1pcs45_I2C_sbl.bin — Sample application binary that was used to create the sample firmware images with CRC in
this folder

— 1pc845 _I2C sbl crc.bin — Application binary with CRC generated and inserted.

* Keil project — This folder contains two Keil projects for the 1pcsas_12c_sbl and test application.
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4 Test application

The test application is an LED blinky example. It toggles the blue LED on the LPCXpresso845MAXBoard.

4.1 Building app binary file

When generating the binary file of the test application, users can use the firmwarel.sct file as the linker file.

Options for Target 'flash’ X
! g

Device i Target I Output I Listing i User I C;"EHI Asm  Linker i Debug I Ltilities I

[ Use Memary Layout from Target Dialog ¥/0 Base: |
[~ Make RW Sections Position Independent R/O Base: |[b<DDDDDDDD
[~ Make RO Sections Posttion Independent T W

[™ Dont Search Standard Libraries
V' Report ‘might fail' Conditions as Emors

disable Wamings: |

Sca’gler .\ \Source_CodeNpcB45 i2c sbi'\support'\secondary loader.sct
e

Mise —pad=0xFF —diag_suppress 6312 —keep sl_app_entry_place olsect_reenter)

controls

Linker |-cpu Cortex-M0+ —scatter " /RTE/Device/LPCB45M301JBD64/LPCB45_flash scf” ~
control "o
sting

Ok |  Canced | Defaults Help

Figure 10. Choose firmware1l.sct file as linker file for test application

The firmwarel.sct file will lead test application to flash at 0x2000. Figure 11. on page 7 shows the linker script.

LR TIRCM1 0x00002000 0x00002000 { ; load region size region

* .0 (RESET, +First)
* {(InRootS55Sections)
LANY (4RO)

}
RW IRAM1 0x10000000 0x00001000 { : RW data

.ANY (+RW +ZI)
}

}

Figure 11. Linker script of test application

=]
P

ER_IROM1 0x00002000 0x00002000 { ; load address = execution addres
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4.2 Re-invoking I2C SBL from test application

The SBL supports re-invoke SBL from app. After calling the bootSecondaryLoader (psetup) fucntion in the app, the program
can jump to SBL. Figure 12. on page 8 defines the bootsecondarylLoader () function.

215 | typedef bool (*InBootSecondaryLoader) (const SL_PINSETUP T *pSetup);

216

217 | /* Address of indtrect boot table */

218 |[tdefine SL INDIRECT FUNC TABLE (0x00001F00)

219

2208/* Placement addresses for app call flag and app supplied config daa

220 for host interface pins. Note these addresses may be used in the

222 - startup code source and may need values changed there also. */

223 | #define SL _ADDRESS APPCALLEDFL (0x10000000)

224 | #define SL_ADDRESS APPPINDATA (0x10000004)

225

226H/* Function for booting the secondary loader from an application. Returns with
2277 false if the pSetup strructure is not wvalid, or doesn't return if the
288 - loader was started successfully. */

229 | static INLINE bool bootSecondaryLoader (const SL _PINSETUP T *pSetup)
230 5 {

23] InBootSecondaryLoader SL, *pSL = (InBootSecondaryLoader *) SL INDIRECT FUNC TABLE;
232 SL_PINSETUP T *pAppPinSetup = (SL_PINSETUP_T %) SL_ADDRESS AFPPPINDATA;
233

234 *pAppPinSetup = *pSetup;

235

236 5L = *pSL;

Za return SL(pSetup);

224 | }

Figure 12. BootSecondaryLoader() function definition

After executing the bootSecondaryLoader () function, the program jump to execution at 0x00001F00.

The indrectAppJump pointer is defined in the SBL project as follows:
__attribute_ ((at (0x00001F00))) const uint32 t * indrectAppJump = (uint32_t *) &secondaryLoaderEntry;

The IndrectAppJump pointer is placed at 0x0001F00 and points to the secondaryLoaderEntry () function. The
secondaryLoaderEntry () function calls the secondarylLoaderappEntry () function.

4.3 Image creator tool

Before the app's binary file is downloaded to the target board, we need to use the Ipc845_secimgcr.exe tool to add the CRC check
code to the app's binary file. The SBL uses the CRC check code to check whether the app is valid. The specific steps are as
follows:

1. Open 1pcs4s_secimger.exe: Open the emd command window as an administrator and switch to the path to
1pc845_secimger.exe tool.

2. Enter the following in the command window:

C:\<path>\1pc845 secimgcr.exe <input filename.bin> <output filename.binx>
Figure 13. on page 9 shows the syntax to generate the CRC for the input application binary file of 1pc84s_12C_sbl app.bin

and creates an output file of 1pcg4s_12C_sbl crc.bin.

LPC845 12C Secondary Bootloader, Rev. 0, April 2019
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Administrator: Command Prompt

bl app_crc. bin

Figure 13. Image with CRC header

The CRC can be generated over the image header or over the entire length of the image. The syntax is

C:\<path>\ lpc80x secimgcr.exe -n[1l,2] <input filename.bin>> <output filename.bins>

-n indicates the length of image over which CRC is generated. n1 is the full application image and n2 is just the image header.
If —n[1,2] parameter is not specified, the default value is nl.

5 Programming and updating firmware

For 1mG_NOrRMAL and 1MG NO_CRC image boot, the host processor uses the nHost IRQ line to stop booting the image and reprogram
the part. In this case, the host I/O line connected to the LPC845 first works as an output and pulls low.

The nHostIRQ line on the LPC845 first works as an input to sense that the host has pulled this line low. When the SBL senses
this line being pulled low, it stops proceeding to check the CRC32 of the image.

Then the Host needs to reconfigure the nHostIRQ line to be switched to being an input to allow the nHostIRQ line on the LPC845
to drive it.

With the emulated Android AP/Sensor Hub environment as described in SBL functionalities and boot process with SBL on page
1, the usage of nHostIRQ in IMG_NORMAL image booting is as shown in Figure 14. on page 10.

LPC845 12C Secondary Bootloader, Rev. 0, April 2019
Application Note 9/12




NXP Semiconductors

Programming and updating firmware

[ User issues ‘f command from SPI-util ]

| Output:GPIO1.2 Input:GPIO0.14 |

LPC43xx LPC845 SBL
Func: LPC43xx pull LPC845 nHostIRQ line low

i Func:LPC845 reboots and sees nHostIRQ line low and stops
| proceeding to CRC check and boot, returns to SBL
I command processing

---------------------- r---------------------l
[ User issues ‘g’ command from SPI-util ]
. T —————

r 1

| | Input:GPIO1.2 Output:GPIO0.14 | :

1 —

| LPC43xx LPC845 SBL .

! 1

—b[ User issues ‘8" command from SPI-util ]
.
] 1
: I Input:GPIO1.2 Output:GPI00.14 I :
E LPC43xx LPC845 SBL i
E Func: LPC845 pulls nHostIRQ line low to acknowledge host PROBE ‘:

______________________ e i R
[ User issues ‘1' command from SPI-util ]
R
I Func chooce .bin file as LPC845's test application E
...................... [ R
[ User issues ‘b’ command from SPI-util ]
¥

Figure 14. Usage of nHostIRQ and main steps to update firmware in flash

1. Program the sample application image (any of the Keil/IAR or MCUXpresso version).

. Press the Reset button to boot the application image.

. Issue the f command to pull nHostIRQ low.

. Issue the g command to program nHostIRQ as input.

. Issue the 8 command to send Getverision.

2
3
4. Press the Reset button to reset the LPCXpresso845MAXBoard.
5
6
7.

Issue the 1 command to update the Firmware, and then input the Firmware anme.

8. Issue the b command to BOOT the current Firmware.

If the newest test application is booted successfully, the BLUE LED will blink.

With the related project attached with this application note, users can understand this handshaking process by following the

procedure shown in Figure 15. on page 11.
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BE Administrator Command Prompt - [2C-util.exe

tor_rumber

e

=00 D

D_RE

to end

=R e

)

Figure 15. Handshakeing process during field firmware update

6 Conclusion

This application note provides a reference design for firmware updating for bug fixes or product updates using IAP via secondary
bootloader using SBL. The user can refer to this application note to easily customize the host system and application.

7 References

e L PC5410x I12C SPI Secondary Bootloader (AN11610)
e | PC82x I12C secondary bootloader (AN11780)
e LPC84x User manual (UM11029)
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