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K 1 8Bon T AR, HAdoAARER PRINCE XIS T AR AR, b “c” BT X
KRS (erypto) 7 B, BInssff@gss#8 ) . KE XA E R

‘ I L LT v2 key2
- —— Ic 1 Base address= 0x0008 0000
0x0008 0000 e - .

640K flash map Three PRINCE regions configuration

C Region 1
C V1, key1
C Base address= 0x0004 0000

Region 0
C 1V0, keyO
C Base address= 0x0000 0000

K 1. PRINCE X} 512KB P17 Mt i fd &

K 2 8o 7ol HAR X 0 MK 1 BaAFER 256 KB WAFXI. X4, %) AT BIE
HA 256 KB NAF e, A8 P AN TR A3 SR I — 2 51 S I a8ore i A B, AR e A

c Region 1
1€ LI V1, key1
ik - Base address= 0x0000 0000

Region 0
C 1VO, keyO
C Base address= 0x0000 0000

256K flash map Two PRINCE regions configuration

Kl 2. PRINCE %1 256KB 175t i &

2. PRINCE #BEMR

FIT PRINCE W% /M s 9Im AR L. SRAM PUF 3REL. S YIFF FEAFAEIE AT FRFR X
i, Hhhky OX9E600, FLA & B & MBS A1 %4> PRINCE X[ PRINCE %412 4310 .
PRINCE #Hilid AREER 0 A, AAREE AT . BHREAI, 515 ROM SEHUE % I
F PRINCE Z#]#H %] PRINCE 5/ %,

BLHOST s:HEF AT H T LPC55Sxx WA K. RAIIIES, WG A % HL RV 761
WAINE SRAM H, [ AitE] PFR X

Asymmetric Cryptographic Accelerator CASPER, Rev. 4, 10/2020
NXP Semiconductors 2/8




NXP Semiconductors

1E¥EE N UART ISP B IE4TH BLHOST.

2.1. PRINCEMXHIPUFEHFERE

FELL R, el LA EIZE ISP #x0 N M PC blhost AR A st & & H I & 851, H LA
BOEW PRINCE J8 B AWM. BHHAMRAZIRER PFR o, JRfE<2 5 SHEH 5 2
ROM 1jj ]
&
O By AN, BB A AT — O R R . BRSOl
T, set key/write_key nonvolatile #1F fx i 70 BN A i A N P AT —

Ko BAJTEUL, (£ 58 PR G AN 7 ZE R AT 244 . PRINCE FCE AT
INAFHEBR /g R i) AAE LAJR R AT .

EE
AN HEIL TR 1B BT iR
&5

#AT key-provisioning write key nonvolatile 2R f5, & Fr 2t 2 A7 EL
AL, IXFERE A Rk iZE] PRINCE 7/ %.

1 T blhost PC T A, fif] UART &3I4 FE 2 (A6 5 UART S COM108) . fEE B
% ISP 51, fHAb¥ELSHEN ISP 2.

2 3REL bootROM AR I 2 I8 15 i W] F A
blhost. exe -p COM108 —— get—property 1

3 AR TR S R AT B P A A
blhost. exe -p COM108 — key—provisioning enroll

4 AkENL PRINCE [X#5 0. (PRINCE [Xi 0 #4H25%8=7)
blhost. exe -p COM108 —— key-provisioning set_key 7 16

5 ZERBENL PRINCE X3 1. (PRINCE X% 1 #$33:%=8)
blhost.exe -p COM108 -- key-provisioning set_key 8 16

6 ‘ERBENL PRINCE X35 2. (PRINCE [Xik 2 #%£H241=9)
blhost. exe -p COM108 — key—provisioning set_key 9 16
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7 BRI RINFY PFR T

blhost.exe -p COM108 -- key-provisioning write_key nonvolatile O

8 1% MRS E Y AR E .

2.2. PRINCE XIRiZE

XIT PRINCE I g, IR ERAER XM X IBe R ER . XA ISP 4
“configure-memory” K5, WAUEH LR s g5+ 18 H b ar £

Offset Size Description
0 4 PRINCE Configuration
4 8 PRINCE Region info

Table 193. PRINCE configuration register for configure-memory command
Bit Symbol

10 0x00 — PRINCE Region 0
0x01 — PRINCE Region 1
0x10 — PRINCE Region 2

25:2 Reserved
318 0x50 (‘P') — Configure PRINCE

Table 194. PRINCE region info register for configure-memory command

Bit Symbol
310 PRINCE Region X Start
63:32 PRINCE Region X size

& 3. configure-memory 445t
B EERIMEE] RAM fEE X R I LR B4 “configure-memory” 4
T

T DXk K P A A5 T 2 B BRI Vi A EE AR AV . TR, A A
QR [ —BEI SO AR R e BE 28 A A LU FEAHAS

1 i UART B UOEERIMIE S (FEAH T, UART N COM108) . #EEMFEIZ T ISP 5
[, fHEALPRESIIEN ISP #i,

2 3R bootROM R A FA A3 A5 i ] HIE -

blhost.exe -p COM108 -- get-property 1

3 XHEE CRPIHOAIXIE 0 .

blhost.exe -p COM108 -- fill-memory 0x20034000 4 0x50000000
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4 IEX SR EERNE (AR OaHiiE 0x0) .
blhost.exe -p COM108 -- fil-memory 0x20034004 40
5 NEXERKE CRFIH75 0x10000) .
blhost.exe -p COM108 -- fill-memory 0x20034008 4 0x10000

6 KH RAM & i Hdmsitt, WHRCE NFm2.

blhost.exe -p COM108 -- configure-memory 00x20034000

%‘%
SE PR E A G, ANEEA BN ZREEHAT Ay KA R N AT DL AN 3B
1%,
AR A4, PRINCE #:80C & N INFEINE .
HE

PFR XN Z g HEFRTE PRINCE N X2 #b. /i, A& BdE4s M+
FEaG bR A B B R S PFR XIS E S .

2.3. BRNFHLERER

“PRINCE #£frfafds” CEMES]'ST ROM 1, B LI RIAE Al — AN AN 7 X s 2H Rl 1 2 A~
PRINCE Ji H X 82 &5 #4525, “PRINCE NEB AT tHEAE ROM AL, H
PAST BIAG 7 B — AN 82 N XS A AN i F X802 g dm e . ELIN#k PRINCE BB 6%
1%, E#H blhost TEKHLLT ISP iy 751

&
T S DX 3k K B D E TR 0x10000, D8 g Al g A IX A 14 BN
0x10000. — ki SCf R/ MiaiZiiy 0x10000.
[HE&]:
AN IR BT H LA LPC5569 i ARG o T HABTL S8,
JUN BN ) SDK T H A i3k i) e
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TP HFg A LPCS5Sxx TH , B —#EHl3Crf. KeA% (BRI 0x55) AT @l 3C

i H AN 0x10000 5. AfEH—1444 hello world 0x10000 size. bin {3044, %303k

ESDK, 2#{# 72| 0x10000 F7.

X —/ PRINCE 7 X3 I3 BOZ 7 XN A, TR B B SE NN . IXERE AT
PLEGAE PRINCE Dhig. AREFEAMERE, EZS LA 4.

int main(void)

i

char ch;
int value;

CLOCK_AttachClk(BOARD_DEBUG_UART CLK_ATTACH);
BOARD_InitPins();

BOARD_BootClockPLL150M();
BOARD_InitDebugConsole();

PRINTF("hello world.\r\n");

PRINTF("the value after configure the PRINCE enable by blhost .\r\n"

value = *(int *)0xF000;

PRINTF("the value of address OxF000 is :%x\r\n",value);

PRINCE->SR_ENABLEO = Ox7F;

PRINTF("the value r PRINCE disable in the app code.\r

value = *(int *)0>

PRINTF("the value of address OxFO00 is :%x\r\n",value);

(1)
{
ch = GETCHAR();
PUTCHAR(ch) ;

}

4. APP X5

1 HEERINAE CRBIFA 0x10000)

blhost. exe -p COM108 —- flash-erase-region 0x0 0x10000

2 Reg g N A

blhost. exe -p COM108 — write-memory 0 hello_world_0x10000_size. bin

w
ot

B, EEIN A I BBR o .
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FERFE AN, A R 2 Sl a4 — B Rk, TREaIE
FSC) R T N o 1 25 RARER SR VRS 0 B R AR, IF T RE 3 BRI 1Y)

RE. Hk, A PRINCE J H X 21— IR 4 i AT .
BB AN G ARG A — AN XK/ (256 K #715) o Wik PRINCE B H
T2, W BR AN R A% X IR T

2.4. BRI
1 fH UART FGEZAFEZE 4T CommAssistant.
2 T EMGIHEER FHEDEE R,
FREERATENER] 5 .

hello world.

the value after configure the PRINCE enable by blhost .
the value of address 0xF000 is :55555555

the value after PRINCE disable in the app code.

the value of address 0xF000 is :530d8cfhb

5. CommAssistant window

R
ZXH PRINCE Jrtii OxFO00 [E A 7kiz 2 0x530d8cfb, ‘A F-HE4~55
R 5T 2 A
3 BITHSE
21 G T ARSI FE L
*x1 BiIhR
Rev. H #1 ik
0 25/10/2019 WG IR A
1 26/05/2020 PRINCE f&4 5837
2 28/10/2020 it LPC55S6x/LPC55S2x/LPC552x ]
LPC55Sxx
3 2021 4£5 H 11 H FESERR INAF AR _EAR N 7 — SR
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